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FOREWORD

The Pharmacy and Poisons Board (PPB) is the National Regulatory Authority (NRA) established
under the Pharmacy and Poisons Act, Chapter 244, Laws of Kenya. The Board is mandated to
protect and promote public health by regulating the practice of pharmacy and ensuring that
pharmaceutical services in Kenya meet the highest standards of quality, safety, efficacy, and cost-
effectiveness.

In fulfilling this mandate, the PPB is committed to advancing pharmacy practice igfliRg with
globally accepted standards and evolving healthcare needs. This is consistent with Aggicl§438 )(a)
of the Constitution of Kenya, which guarantees every individual the right to tH hi at¥ainable

standard of health, including access to healthcare services.
Xa

The healthcare landscape is rapidly transforming, driven by advanceme
increasing demand for accessible healthcare services, and the need fg % Wtient-centered care
models. Digital health innovations—including telepharmacy, @led % °scribing, and digital
health records—are redefining how pharmaceutical services ar ivegedl accessed, and managed.
These developments present both opportunities and resp®nsi@ilitic§fofthe pharmacy profession

to adapt and maintain high standards of practice. \
Recognizing these changes, the Pharmacy and Poiso &\as developed the Digital Pharmacy

1 technologies,

Practice Guidelines to provide a comprehensi amework for the safe, effective, and ethical
implementation of digital pharmacy servi is guideline has been developed through
a consultative process involving key stak rsa@chnical experts, and practitioners across the

health and pharmaceutical sectors.

®
The guideline is intended to gifde h%y professionals, healthcare institutions, digital health
providers, and other stakeholder Xz andards, requirements, and best practices for delivering
digital pharmacy services. izes the integration of technology with professional practice
while safeguarding patiengsa ata privacy, and regulatory compliance.

The Board belie t ccessful implementation of digital pharmacy services will enhance
access to quality ph®@fhaceutical care, improve health outcomes, and contribute significantly to the
achievement Ka;io 1 health goals and universal health coverage.

A cggpefe table, and ethically grounded pharmaceutical workforce remains central to this
traff§fo The PPB therefore calls upon all stakeholders to embrace this guideline and work
collaB@ratively towards strengthening digital pharmacy practice in Kenya.

Thank you.
CHAIRMAN

PHARMACY AND POISONS BOARD






PREAMBLE

The second revision of the Guidelines for Digital Pharmacy Services in Kenya has been undertaken
in response to the rapidly evolving landscape of digital health and pharmaceutical practice. Since
the release of the previous edition, there has been increased adoption of digital technologies in
healthcare, including telepharmacy, electronic prescribing, digital health platforms, and integrated
health information systems, all of which continue to transform the delivery of pharmaceutical

services.
While these advancements have improved access to medicines, enhanced e c@ and
strengthened patient-centered care, they have also introduced emerging clell ArMated to

patient safety, data privacy and protection, medicine quality, and v\ oversight.
a

Furthermore, the growth of digital platforms and innovations in healffc delivery has
necessitated the continuous review and strengthening of regulatory fr ok to ensure safe,
ethical, and accountable practice.

This second revision builds upon the foundation established in
insights from stakeholder consultations, regulatory experjgmc
international best practices. It reflects the need to align Bioifh! p

% edition and incorporates
& cvolving national and

By services with Kenya’s

health priorities, including Universal Health Coverag well as with applicable legal,
regulatory, and technological developments.
In developing this revised guideline, considerati &iven to the changing scope of pharmacy

s'in healthcare, and the need to enhance
regulatory clarity and enforcement med he revision process included situational
analysis, stakeholder engagement, and bencfgnarking against global standards to ensure that the
guideline remains relevant, practigal, ﬁsp sive to current and future needs.

This guideline provides an up tx
1

practice, the increasing integration of di

omprehensive framework covering governance and

licensing, digital system y requirements, prescription management, clinical safety,
data protection, service deli ards, supply chain management, ethical practice, and quality
assurance. It is intended pharmacy professionals, digital health providers, healthcare
institutions, and elders involved in the delivery of digital pharmacy services.

It is anticipated ti@’the 1mplementation of this revised guideline will strengthen regulatory
oversight, prg@note Sgtandardization, enhance patient safety, and support innovation in
ic

ervice delivery. Ultimately, it will contribute to improved health outcomes and

ﬁ‘ f Kenya’s healthcare system.
The a% and Poisons Board calls upon all stakeholders to embrace and implement this
guide[Me and to work collaboratively towards ensuring that digital pharmacy services in Kenya

are delivered safely, responsibly, and in accordance with the highest standards of professional
practice.

=

CHIEF EXECUTIVE OFFICER

PHARMACY AND POISONS BOARD
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ABBREVIATIONS

ADR Adverse Drug Reaction

API Application Programming Interface

CDSS Clinical Decision Support System

EHR Electronic Health Record

EMR Electronic Medical Record

e-Prescription Electronic Prescription Q
FIP International Pharmaceutical Federation 0
GDPR General Data Protection Regulation (if

HSC Health Safety Code

ICT Information and Commumcatlo

IT Information Technology .

KPA Kenya Pharmaceutical A

MOH Ministry of Health

OTC Over-the-Counter ‘

PPB

PSK

QMS

QR Code

SOP

WHO 1d Health Organization
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DEFINITIONS AND KEY TERMS

For the purpose of this guideline, the following terms shall have the meanings
assigned to them below:

Adverse Drug Reaction (ADR): A noxious and unintended response to a
medicinal product that occurs at doses normally used in humans for
prophylaxis, diagnosis, or therapy.

Audit Trail: A secure, chronological record that provides documentary\gvi8gnce
of all system activities, user actions, and transactions to ensure.tra@I Ay and

healthcare professionals with patient-specific assessments mendations
to aid clinical decision-making.

®
Controlled Medicines: Medicines that are regulat &national laws due to
their potential for abuse, dependence, or misu® , @nd areNubject to additional

restrictions in prescribing, dispensing, and 1

accountability.
Clinical Decision Support System (CDSS): A digital &ﬂ\t provides
<: SC

Digital Pharmacy: A pharmacy service tga utiMes digital platforms, including

web-based or mobile applications, to harmaceutical services such as
dispensing, consultation, and pati
re-based system, including websites or

t.
Digital Pharmacy Platform: A_so
mobile applications, used @0 f@rovide digital pharmacy services and facilitate
interactions between patidgt macists, and other stakeholders.

Electronic Prescri -Prescription): A prescription generated,
transmitted, and sto igital form, which contains all required information
for dispensing ings.

Health Safety de: A unique verification identifier issued by the regulatory
authority tﬁn 10 the legitimacy and registration status of a digital pharmacy

service.

Intgr ility: The ability of different digital health systems and applications
to cOfumunicate, exchange, and interpret shared data accurately and effectively.

Licensed Pharmacy Premises: A physical location that has been approved and
licensed by the regulatory authority to operate as a pharmacy.

Pharmacovigilance: The science and activities relating to the detection,

assessment, understanding, and prevention of adverse effects or any other
medicine-related problems.

12



Prescription Validation: The process of verifying the authenticity,
completeness, and clinical appropriateness of a prescription before dispensing.

Superintendent Pharmacist: A licensed pharmacist designated as responsible
for the overall management, compliance, and professional oversight of a
pharmacy, including digital operations.

Telepharmacy: The provision of pharmaceutical care and services through
telecommunications and digital technologies to patients at a distance.

Traceability: The ability to track the movement and history®of edlicinal
product throughout the supply chain, from procurement to the
patient.

Unique Identifier: A distinct code or number assigned tqg
medicine, or transaction to ensure accurate identifigatig
system.

®
Verification System: A mechanism th % users, regulators, or
stakeholders to confirm the authenticity ag@fl r&giStration status of a digital

pharmacy service or product. ‘

"

13



CHAPTER 1

INTRODUCTION AND LEGAL FRAMEWORK

1.1. Background Q

The global healthcare landscape is undergoing a significant®tr ration
driven by rapid advancements in digital technologie i health
innovations—including telemedicine, electronic health recor bile health
applications, and e-prescribing systems—are increasingly Wptegrated into
healthcare systems to improve access, efficiency, and_g of care (World
Health Organization [WHO], 2019)!. These technolggi een particularly
instrumental in expanding healthcare access to gdegserved and remote
populations, strengthening health system resilend€, 8gd§upporting continuity
of care.
Within this broader digital health ecosystem, @ practice has also evolved

i
S

to incorporate digital platforms for the f pharmaceutical services.
Digital pharmacy services, including g® pensing, telepharmacy, and
electronic prescription manageme e atients to access medicines and
professional pharmaceutical care ese services enhance convenience,
support medication adherence, an@ftacilitate timely communication between
patients and healthcare provigers ternational Pharmaceutical Federation
[FIP], 2021) 2.

At the national level, the x of digital pharmacy services is aligned with

ongoing efforts to m i althcare delivery, improve access to essential
medicines, and strengt edlth system efficiency. In Kenya, the increasing use
u

11

of digital platforms i care delivery reflects broader national priorities in
digital transfo 1 niversal health coverage. However, the rapid growth
of digital pha \4 ices has also introduced new regulatory challenges,
including risks glated to patient safety, data privacy, quality of medicines, and
the prolifergfion o®unregulated online pharmacies.

WithoutgapMgopriate regulatory oversight, digital platforms may facilitate the
disgftb counterfeit, substandard, or inappropriate medicines, posing
sigNif isks to public health (WHO, 2011)3. Additionally, the lack of
stan®ardized frameworks may lead to inconsistent practices, reduced
accouBtability, and compromised quality of pharmaceutical care.

In response to these developments, there is a need for a comprehensive
regulatory framework to guide the safe, effective, and ethical delivery of digital
pharmacy services. This guideline has been developed to provide clear standards
and requirements that ensure patient safety, promote responsible use of

! World Health Organization (WHO). (2019). WHO guideline: Recommendations on digital interventions for health
system strengthening.

2 International Pharmaceutical Federation (FIP). (2021). FIP statement of policy: Digital health.

3 World Health Organization (WHO). (2011). Safety and security on the internet: Challenges and advances in
member states.

14



medicines, and support the integration of digital technologies into pharmacy
practice within a regulated and accountable environment.

1.2. Rationale for Digital Pharmacy Services

Digital pharmacy services present significant opportunitigs

healthcare delivery by improving access to pharmaceutica : reasing
efficiency, and supporting patient-centered services. Throug eNWst of digital
platforms, patients can access medicines and professiQs maceutical

services remotely, thereby reducing geographical and logis % barriers to care.
This is particularly important in underserved and rgm Wi gs where access
to licensed pharmacy services may be limited (World K rganization [WHO],

2019)4.

1 tient records enable better

L
The integration of digital technologies into ph X&aotice also contributes to
eNEL
1

improved medication safety and quality of tronic prescription systems,
clinical decision support tools, and d

monitoring of therapy, reduce medj C

clinical decision-making (Internatk
In addition, digital platforms facil

strengthen supply chain trggspa
traceability of medicines. , ® i
Furthermore, digital ervices support broader public health objectives

by enabling health t®n, promoting rational use of medicines, and
improving adherence ment through patient engagement tools and follow-
e
S

0 rs, and support evidence-based
%‘ aceutical Federation [FIP], 2021)>.
l-time pharmacovigilance reporting,
cy, and enhance the tracking and

3

up mechanis systems can also enhance coordination between
healthcare pro Nlereby improving continuity of care.

Despite thede ben®fits, the rapid expansion of digital pharmacy services presents
significag ks if not adequately regulated. These include the potential for the
disgfb ) o¥ counterfeit or substandard medicines, inappropriate prescribing
an® disPgpging practices, breaches of patient data privacy, and the emergence
of uRlicensed or illegal online pharmacies (WHO, 2011)%. Additionally, digital
platfons may introduce challenges related to accountability, professional
oversight, and the integrity of pharmaceutical services if clear regulatory controls
are not established.

4 World Health Organization (WHO). (2019). WHO guideline: Recommendations on digital interventions for health
system strengthening.

> International Pharmaceutical Federation (FIP). (2021). FIP statement of policy: Digital health.

& World Health Organization (WHO). (2011). Safety and security on the internet: Challenges and advances in
member states.
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The absence of standardized regulatory frameworks may lead to inconsistent
practices, compromised patient safety, and erosion of public trust in digital
health services. Therefore, there is a need for clear, comprehensive, and
enforceable guidelines to ensure that digital pharmacy services are delivered in
a safe, ethical, and accountable manner, while maximizing their potential to
improve healthcare outcomes.

1.3. Rationale for Revision
The Pharmacy and Poisons Board previously issued guidelines t&net

pharmacy services to regulate the provision of pharmaceutical se tRrough
online platforms and to ensure patient safety and compliange, Wi

laws. These guidelines provided a foundational framework fosgthe§registration,
licensing, and operation of internet-based pharmacy servicgs% ya.

However, since the publication of the previous guideli ere have been
significant advancements in digital health technologges pid expansion in

the scope and complexity of digital pharmacy s The emergence of
integrated digital health platforms, electronic p;es@ stems, telepharmacy

services, mobile health applications, and in egable® health information
systems has transformed the delivery of pha al care.

In addition, evolving models of service fte —including platform-based
services, third-party integrations, phar haths, and digital marketplaces—

have introduced new operational a e challenges. These developments
have highlighted the need for regulatory clarity, strengthened
governance mechanisms, and more prehensive oversight of digital pharmacy

activities.
Furthermore, increased gd8pt#n of digital health solutions has raised critical
concerns related to patidgt , data protection, cybersecurity, medicine
quality, and the prolifgragioMyoNinregulated or illegal online pharmacy services.
These risks necessitat a%ed regulatory controls to safeguard public health
and maintain the int&rt pharmaceutical services.
This revision elre been undertaken to:

e Expand segpe of regulation from internet pharmacy services to

compreheRSive digital pharmacy services

o Alig e gldeline with current technological developments and evolving
mogle of care
S pthen governance, regulatory oversight, and enforcement

Qgbfinisms
eQAddress emerging risks related to patient safety, data privacy, and
edicine quality
e Ensure consistency with national health priorities, legal frameworks, and
international best practices
This revised guideline builds upon the foundation of the previous version while
providing a more robust, comprehensive, and forward-looking regulatory
framework to support safe, effective, and accountable digital pharmacy practice
in Kenya.
1.4. Purpose of the Guideline

16



The purpose of this guideline is to provide a comprehensive regulatory framework
for the establishment, operation, and oversight of digital pharmacy services in
Kenya.

This guideline is intended to:

a) Ensure the safe, effective, and quality delivery of pharmaceutical services
through digital platforms, consistent with national regulatory and
professional standards

b) Protect patients and the public from risks associated with unregulated,
unsafe, or unethical digital pharmacy practices, including the ly of
substandard or falsified health products

c) Establish clear requirements for the registration, licensing, a ation

of digital pharmacy services
d) Promote accountability, transparency, and professiona e& ibility in
the delivery of digital pharmaceutical services
e) Support the integration of digital technologies into ph y practice while
maintaining clinical governance, patient safetyy ag rotection
f) Strengthen regulatory oversight, monitoring, an‘ fement mechanisms
t

for digital pharmacy services °
g) Provide guidance to pharmacy professiona& igit&l Realth providers, and
e

other stakeholders on standards, req@ife , and best practices for

digital pharmacy operations
h) Facilitate innovation in pharmace%tl 1 ice delivery while ensuring

compliance with applicable le a¥ry, and ethical standards
1.5. Scope of Application

This guideline applies to, 81
support of digital pharma
The guideline is appli :

tities 1nvolved in the provision, facilitation, or
i in Kenya.

a) Licensed pharm ises operating digital pharmacy platforms

b) Online and int sed pharmacy service providers

c) Telephar, seWyi®e providers offering remote pharmaceutical care

d) Digital orms providing or facilitating access to pharmaceutical
services

digi harmacy services
T party service providers supporting digital pharmacy operations,
i ing technology providers, hosting services, payment platforms, and
logistics partners
1.5.19This guideline covers all activities conducted through digital platforms
related to the delivery of pharmaceutical services, including but not

e) Phar?cy ains, networks, or platform-based service models offering

limited to:

a) Electronic prescription generation, transmission, validation, and
management

b) Online dispensing, sale, and supply of health products and
technologies

c) Telepharmacy services and digital consultation

17



d) Digital self-care support and over-the-counter (OTC) medicine
management

e) Pharmacovigilance and post-market surveillance activities

f) Digital record keeping, documentation, and reporting

g) Integration with national health systems, regulatory systems, and
other digital health platforms

h) Supply chain management, delivery, and last-mile logistics
associated with digital pharmacy services

i) Advertisement, promotion, and public engagement related
pharmacy services

3) Data protection, privacy, cybersecurity, and systemginf

This guideline shall apply to all digital pharmacy services
I1]

technology platform used, and shall be implemented in
applicable national laws, regulations, and professional 6 governing

pharmacy practice and digital health.

] < ?
1.6. Legal and Regulatory Framework ° \

Digital pharmacy services in Kenya shall $fefat ithin the framework of
applicable national laws, regulations, a pRefedsional standards governing
pharmacy practice, health services, digital Realftl, and electronic transactions.
This framework ensures that digit %- y operations are conducted in a
lawful, ethical, and accountable < hile safeguarding public health,
patient safety, and the integrity of rmaceutical services.

1.6.1. Regulatory d@and Mandate

The Pharmacy and P rd (PPB) is the National Medicines Regulatory
Authority established the Pharmacy and Poisons Act, Cap 244, Laws of
Kenya. The Board js fited to regulate the profession of pharmacy and the
manufacture, allgl distribution of medicines and health products and
technologies.

Pursuant tﬁp 4 and its subsidiary legislation, the Board is responsible for:
1

) g and registration of pharmacy premises, including digital
lafinacy services

oW Regulation of the practice of pharmacy and professional conduct of
harmacists and pharmaceutical technologists

c) Inspection and supervision of pharmacy premises, digital platforms, and
related operations

d) Enforcement of compliance with applicable laws, regulations, and
guidelines

e) Protection of public health by ensuring the safety, quality, and efficacy of
medicines

18



In the context of digital pharmacy services, this mandate extends to the
regulation of all pharmaceutical activities conducted through digital platforms,
ensuring that such services meet the same standards of care, accountability,
and professional oversight as traditional pharmacy practice.

1.6.2. Applicable Laws and Regulations 9
Digital pharmacy services shall comply with all applicable Na%' l@ s and
regulatory instruments, including but not limited to: x\

R

a) The Constitution of Kenya (2010)7, particularly (1)(a), which
guarantees the right to the highest attainable stgga®d ST health
b) Pharmacy and Poisons Act, Cap 2448, an. bsidiary legislation,

governing pharmacy practice and control of] iCfCs
c) Pharmacy and Poisons (Amendment) u€s, 22, which provide for
a S

the licensing and regulation of online
d) Data Protection Act, 201910, go in®y the collection, processing,
ta
es

storage, and protection of persona,
e) Computer Misuse and Cy
f) Health Act, 201712, provi
services in Kenya

g) Digital Health Act 82083 whiCh establishes the legal and institutional
framework for di axh h, including governance, standards, and
- \

Act, 201811 addressing
systems
& tIC overarching framework for health

cybersecurity and protectio

regulation of services, systems and platforms.

h) Applicable pol standards issued by relevant authorities,
including thos§¢ g to digital health, information systems, and health
data go C

Compliance witifthese laws ensures that digital pharmacy services operate
within estaﬂshe legal boundaries, uphold patient rights, and maintain data

privacy, fc ity, and professional accountability.

1.3 cope of Digital Pharmacy Regulation

The r&gulation of digital pharmacy services encompasses all pharmaceutical
activities conducted through digital platforms, including but not limited to:

a) Electronic prescription generation, transmission, validation, and
management

7 Republic of Kenya. (2010). The Constitution of Kenya.

8 Republic of Kenya. (2022). Pharmacy and Poisons Act (Cap. 244).

9 Republic of Kenya. (2022). Pharmacy and Poisons (Amendment) Rules.
10 Republic of Kenya. (2019). Data Protection Act.

11 Republic of Kenya. (2018). Computer Misuse and Cybercrimes Act.

12 Republic of Kenya. (2017). Health Act.
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1.6.3.1. Regulatory oversight aims to ensure that these activi ies\

This

Online dispensing, sale, and supply of medicines and health products and

technologies

Telepharmacy services and remote pharmaceutical consultation

Digital self-care support and over-the-counter (OTC) medicine management

Pharmacovigilance and post-market surveillance activities

Integration with national health information systems and regulatory

databases

Digital record keeping, reporting, and audit processes

Use of digital systems for clinical decision support and meglic fety
ducted

in a manner that:

Safeguards public health and patient safety
Maintains the quality, safety, and efficacy of medicin

Ensures professional accountability and ethicgl i
Promotes secure, interoperable, and reliable diggt Ith systems
1ee

lated integration of digital

guideline is aligned with international be. % ¥ including guidance
from the World Health Organization!3 andYhe national Pharmaceutical
Federation!4, which emphasize the safe ‘ e

technologies into healthcare systems. :

o\(}
\

"

13 World Health Organization (WHO). (2019). Recommendations on digital interventions for health system
strengthening.

14 International Pharmaceutical Federation (FIP). (2021). FIP statement of policy: Digital health.
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CHAPTER 2

GOVERNANCE, REGULATORY OVERSIGHT AND ENFORCEMENT

Standard

Digital pharmacy services in Kenya including third-party providers shall operate under a
structured governance and enforcement framework that ensures compllance Wi ional
regulatory requirements.

Description

This standard establishes the governance, regulatory oversig forcement
framework for digital pharmacy services in Kenya. It en at all digital
pharmacy operations are legally registered, appropriatelygi , professionally
supervised, and compliant with national regulatory ®e ts. The standard
emphasizes accountability, transparency, and patie through structured
oversight mechanisms, monitoring systems, ar#l e for nt provisions. It also
defines respon31b111t1es for operators, incl ' agement of third-party
service providers, reporting obligations, a erence to professional and

ethical standards to safeguard public heajgh 1 1g1ta1 pharmaceutical service
delivery.

2.1. Registration of digital and r pharmacy services

2.1.1. All pharmacies 1nt rovide pharmaceutical services or sell
Health Products olog1es (HPTs) online to the general public
shall be registered oard. No person or pharmacy shall operate
a digital phar t explicit Board authorisation.

2.1.2. Every digital cy platform must be linked to a licensed physical

pharmac e ith a permanent physical address duly registered
and li e Board; the digital platform shall operate under the
authori th® licensed premises.

2.1.3. Digitgl plrmacies shall be owned and operated only by persons legally
autRprised®to conduct pharmacy business:
icensed pharmacist or pharmaceutical technologist who is the
@N ul owner; or
b body corporate operating under the professional oversight of a
superintendent pharmacist or pharmaceutical technologist registered
and licensed by the Board.

2.1.4. Information required for Registration shall include ownership details,
system specifications, scope of services, the URL or electronic address of
the platform, category of linked pharmacy as approved under Good
Pharmacy Practice (GPP), and contact telephone details.

2.1.5. Registered platforms shall maintain accurate, up-to-date information
with the Board and shall conspicuously display the Board’s Health Safety
Code on every web page offering HPTs for sale.
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2.2. Licensing

2.2.1. Digital pharmacy services shall operate only upon valid licensing issued
by the Pharmacy and Poisons Board (the Board) and shall comply with
all applicable regulatory, technical and professional standards.

2.2.2. Licenses shall be renewable annually, subject to continued compliance.

2.3. Human Resource Q

2.3.1. A licensed superintendent pharmacist or pharmaceutieal logist
shall be appointed and shall be responsible for o digital
pharmacy operations, compliance with regulatory d \professional
requirements, clinical services, dispensing practices €m use.

2.3.2. Digital pharmacy services shall employ qualified, lic personnel with
competencies appropriate to the services pgpovided shall maintain
records of qualifications and licensure.

2.3.3. Continuous professional development gel \ C
practice shall be maintained. \
2.4. Notification of changes &&
2.4.1. The superintendent shall notj 0
pharmacy platform, linked rontact details, or any other changes

as required under Cap 244 n 1 working Days.
2.4.2. Notification procedures and timelines shall be specified by the Board.

2.5. Inspection and Su

2.5.1. Digital pharmac a¥l be subject to inspection and supervision by the
Board. Inspecti y be remote or on-site.

2.5.2. Operato | MgoVide access to systems, records, facilities and linked
physica 1 during inspections.

2.6. Monjforingtand Reporting

2.4 harmacy systems shall enable continuous monitoring of

ibing, dispensing and other health care encounters.

2.6.RThe systems shall support detection of non-compliant or high-risk

nduct.

2.6.3. Digital pharmacy systems shall support detection of non-compliant or
high-risk activities, including inappropriate prescribing, dispensing,
unauthorized access, or suspicious patterns through automated alerts
and monitoring tools.

2.6.4. Operators shall submit operational, clinical and compliance reports to the
Board within prescribed timelines.

2.6.5. Reports must be accurate, complete and verifiable.
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2.7.

2.7.1.

2.7.2.

2.7.3.

2.7.4.

2.7.5.

2.8.

2.8.1.

2.8.2.

2.8.3.

2.8.4.

2.9.

2.9.1.

2.9.2.

2.

2.10.

Regulation of Third-Party Service Providers & Pharmacy Chains

Digital pharmacy services may engage third-party service providers or
operate under chain or network models, provided such arrangements
comply with all applicable regulatory and professional requirements.

The licensed digital pharmacy operator shall remain fully responsible and
accountable for all services delivered through third-party providers,
partner pharmacies, or chain structures.

Third-party service providers shall not independent r§yide
pharmaceutical services. Y

All pharmacy chains operating digital pharmacy servjc have a
designated superintendent pharmacist or pharmace N,e nologlst
specifically responsible for the oversight of all digital services.
The superintendent pharmacist shall retain dlrect ssmnal control
over dispensing, clinical decisions, ang e, and such
responsibility shall not be delegated to third- p v1ders

Penalties and Sanctions

Violations shall attract appropriate pﬁ\&e\r sanctions proportionate to
1
i

the severity and impact of non-corg

Sanctions may include fines % revocation, and other remedial
measures provided by law. Rpatl shall specify types and levels of
penalties and maintain a regl r of enforcement actions.

The Board may suspen ions in cases of non-compliance, risk to
public health, or vk)la on of regulatory requirements. Grounds for
suspension shall be o 1cated

Licenses may bg rg n cases of serious or repeated non-compliance.
Grounds for Rev ‘ ecisions shall be communicated.

Appeals %é

Operators€hall have the right to appeal Board decisions to the Registrar
of PR
Pﬁ res for appeals should be clearly documented and communicated.

Mechanisms

tional registration

All existing internet pharmacies shall apply for registration and
authorisation within timelines specified by the Board and must cease
operations if not authorised by the deadline.

2.10.2. Implementation guidance: The Board shall publish transitional

arrangements.

2.10.3. Digital pharmacy systems shall retain auditable records of transactions,

prescriptions, communications and enforcement actions for periods
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CHAPTER 3

DIGITAL SYSTEM AND TECHNOLOGY REQUIREMENTS

Standard

Digital pharmacy systems shall operate within a robust, secure, and
interoperable digital infrastructure that ensures compliance with natio igital
health, regulatory, and data protection requirements, and supRo fe,
reliable, and patient-centered delivery of pharmaceutical servicess. 6

N

Description

This standard defines the technical, functional, and syst quirements for

digital pharmacy platforms to ensure the secure, gelifoN eroperable, and

patient-centered delivery of pharmaceutical service % tablishes minimum

expectations for system architecture, data y, interoperability,
\

cybersecurity, and clinical safety within digit ents. The standard
emphasizes the use of robust digital infrast support safe prescribing,
dispensing, communication, and reporting& e

Wi

suring protection of patient
data, continuity of care, and complia
regulatory frameworks. 6

national digital health and

3.1. Digital Pharmacy System Arclitecture
®

3.1.1. Digital pharmacy s
supporting all
dispensing, and

€ 11 be fit-for-purpose, reliable, and capable of

cy functions, including prescription processing,
anagement.

ata accuracy, integrity, and consistency across all

3.1.2. Systems shall &gs
operatio
3.1.3. Systems a upport real-time or near real-time processing of

transacti and data updates.
3.1.4. Systgffis sh@ll maintain comprehensive audit trails for all system activities
tfnsactions.

a
3.148.S shall include built-in controls to detect and prevent errors,
orized access, and system misuse.
3.2. Wystem Integration and Compatibility

3.2.1. The system should be able to by interoperability be able to fetch client
identification and share health records to the national core digital health
services, as set by the DHA interoperability standards.

3.2.2. Systems shall be capable of secure data exchange with external systems
by deploying encryption for all data in transit and at rest.
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3.2.3. Systems shall ensure interoperability using standardized data formats and
protocols as will be prescribed from time to time by the DHA and ICT
Authority.

3.2.4.Integration shall not compromise data security, integrity, or system
performance.

3.3. Platform Identity and Verification

the licensed pharmacy fetched from the Kenya health facility
3.3.2.The platform shall provide details of the physical premis i®nsing
status, and responsible personnel.
3.3.3. Platforms shall maintain consistency between digi
registered physical pharmacy identity.
3.3.4. Users shall be able to verify that the platform is legitig
by the regulatory authority by checking the P§B g€
3.3.5. Digital pharmacy platforms shall display a vali

3.3.1. Digital pharmacy platforms shall clearly display identifying infor@n of
1

] Wentity and

2 and authorized

safety code issued

by the regulatory authority. °

. The health safety code shall be visible on levaht Pages of the platform.

. Systems shall allow users to verify the ﬁ\ ty and registration status
ev

of the pharmacy via the PPB portal.
3.3.8. Mechanisms shall be in place t
verification credentials and s ct@

3.4. Public Information Disclos

t misuse or falsification of
this

3.4.1. Digital pharmacy plafforfas shall provide clear and accessible information
on services offered.
3.4.2. Policies relatedgtq
returns/refunds$ %

L1 G

N, data protection, complaints handling, and
publicly available
shall be accurate, up-to-date, and easily

3.4.3. Information p
underst e.
3.4.4. Platform a isclose terms and conditions governing the use of

services.
3.4.5. The glatform® shall adhere to the Electronic Record and Data Management

SQ. ds as prescribed by the ICT authority.

t Communication and Access to Services

3.5.1.Wigital pharmacy systems shall enable secure and reliable communication
between patients and pharmacy personnel.

3.5.2. Patients shall have access to professional advice and consultation services
through the platform.

3.5.3. Communication channels shall ensure confidentiality, privacy and data
protection.

3.5.4. Systems shall ensure timely response to patient inquiries and service
requests.
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3.5.5.System shall have turn around information on resolution of patient
queries

3.6. Electronic or Digital Prescription Format

3.6.1. Digital pharmacy systems shall support standardized electronic or digital

prescription formats compliant with National regulatory requirements.

The system should have capacity to support digitized paper prescriptions

Prescriptions shall include complete patient, prescriber, and icine

information, including dosage, strength, route, and duration

3.6.4. Valid Prescriptions shall be securely stored in the systemns.

3.6.5. Systems shall ensure that prescriptions are tamper-pgo otected
from unauthorized modification. X

3.6.6. The system shall ensure digitized /electronic prescristio here to the
ICT authority electronic Records and data manage tandards
3.6.7. Each prescription shall be assigned a unigu ceable identifier

within the system.
3.6.8. The unique identifier shall be : \
a) Unique: No two entities share the same% Qj
b) Non-Intelligence (Minimal Meaning): a & ing sensitive information
e.g. hypertensive, HIV status
es

c) Persistence: ID stays the same forgli cially for prescription
d) Scalability: can support milligns % e®rds
e) Interoperability: work acro e\galilonal core digital services to ensure
they form part of the Share althh Record (SHR).
3.6.9. The identifier shall en% king of the prescription throughout its

lifecycle, including vlidation, dispensing, and record keeping.
e
xﬁ

3.6.10. Systems shall ens
be duplicated
3.6.11.The unique ide

DHA.
3.7. Prescrip % entication and Validation

3.7.1. All ﬁcri ions shall be authenticated to confirm the identity and

escription identifiers are secure and cannot

ill adhere to a global standard as defined by the

licggsWg status of the prescriber through the Kenya Workforce Registry.

3.748.S shall verify that prescriptions are legitimate and issued within the

of professional practice.

3.7.3% Prescriptions shall be validated for completeness, accuracy, and clinical

ppropriateness before dispensing.

3.7.4. Digital pharmacy systems shall detect and prevent duplicate dispensing of
the same prescription.

3.7.5. Systems shall flag attempts to process multiple prescriptions for the same
medicine and patient within inappropriate timeframes.

3.7.6. Mechanisms shall be in place to prevent intentional or unintentional reuse
of prescriptions.
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3.8. Clinical Safety Framework in Digital Systems

3.8.1. Digital pharmacy platforms shall establish a clinical governance
framework to ensure safe and appropriate use of medicines.

3.8.2.Clinical processes shall be supervised by a licensed pharmacist
responsible for patient safety.

3.8.3. Systems shall support clinical review and decision-making prior to

dispensing.
3.8.4. Mechanisms shall be in place to ensure accountability cliyical
decisions made through the platform. ®
during

3.8.5. Systems shall have inbuilt controls to minimize medicaliQf¢e
prescribing, dispensing, and administration stages.

6. Systems shall flag high-risk medicines and dosing er .
.7. Systems shall ensure appropriate checks for patient ific factors such

as age, allergies, and comorbidities. °
3.9. Clinical Decision Support Systems (CQSSQ
3.9.1. Systems shall detect and alert for pot@fiti

to dispensing.
3.9.2. Interaction alerts shall be based § liaBle and up-to-date clinical data

g—drug interactions prior

sources.
3.9.3. The system CDSS shall ha
information:

o drug database with the following

d) Dose ranges (ag
e) Pregnancy/lacts

a) Drug-drug interactions
b) Drug-allergy intergc®io
c) Contraindicationsx\

3.9.4. The CDSS shfj] 2
a) safety a}@nsSudR 3s: allergies, drug-drug interactions),
b) dose \Q 1 such as Weight-based dosing for paediatrics),
Renal/hd&@atic dose adjustment
c) Guigkline-Based Recommendations such as Standard Treatment
idQlines (STGs), Kenya Essential Medicines List (KEML
) indications such as in Pregnancy, case where Comorbidities exist
3.0 .o Nsfms shall identify and alert for patient-specific allergies and
contraindications and prevent the dispensing of medicines that pose
ignificant risk to the patient.
3.9.6. Systems shall provide alerts for inappropriate dosing, including
overdosing and underdosing, based on patient-specific parameters.
3.9.7. The system should be able to fetch patient key information from the SHR
3.9.8. Systems shall include mechanisms to prevent and detect medication
errors throughout the medication use process and shall maintain records
of such errors, including corrective and preventive actions, to support
continuous quality improvement.
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3.10. Information Exchange and Interoperability

3.10.1. Digital pharmacy systems shall adhere to the Kenya health
interoperability standards in order to communicate with national digital
health systems to support continuity of care.

3.10.2. Systems shall enable secure exchange of patient and prescription data
with authorized health platforms.

3.10.3. Interoperability ensures data consistency, accuracy, and tj iness
across systems.
3.10.4. Digital pharmacy systems shall integrate with reguéat ority

systems for licensing, verification, and reporting.
3.10.5. Systems shall support real-time or periodic reportin re tory data
as required.

3.10.6. Integration shall enable verification of pharm! and prescriber
credentials. °
3.10.7. Digital pharmacy systems shall support int o% pbility with national

pharmacovigilance systems and engbl Cporting and timely
transmission of adverse drug reacti (ABRY) and other safety

concerns.

3.10.8. All data exchanges shall be condygte g secure and standardized
communication protocols via the ion?ll super highway, ensuring the
confidentiality, integrity, d ticity of transmitted data and

OT Al

preventing unauthorized terception during transmission.

3.11. Data Security, Pri <nd Cybersecurity
3.11.1. Digital phar &&ns shall comply with applicable data protection
and privacy la

3.11.2. Personal an h data shall be processed lawfully, fairly, and

trans
3.11.3. Syste nsure protection of patient confidentiality at all times.
3.11.4. Patient ¥nd system data shall be encrypted at rest, intransit and when

in Stora® and encryption methods shall meet industry best practice
cWyrity standards.

3.15. ystem shall restrict access to authorized users only by

ementing user authentication and role-based access control
mechanisms for effective user management.

3.11.08 Data shall be stored securely and protected from loss, damage, or
unauthorized access in accordance with DHA regulations, with systems
maintaining regular backups and ensuring data retention complies with
applicable regulatory requirements and policies.

3.11.7. The system shall adhere to cybersecurity standards prescribed by the
ICT Authority, implementing measures to identify, assess, and mitigate
cybersecurity risks, protect against malware, hacking, and
unauthorized access, and undergo regular security assessments.

29



3.11.8. Systems shall include mechanisms for detecting, reporting,
documenting, and investigating security incidents, including data
breaches and system outages.

3.11.9. All data breaches and outages shall be reported to the relevant
regulatory authorities within prescribed timelines in accordance with
the Digital Health Act and Data Protection Act.

3.11.10.Third-party systems integrated with digital pharmacy platforms shall
comply with applicable security and regulatory requirements, with data
shared securely protected and controlled, and third-part cess
restricted and continuously monitored.

O

3.12. Hardware requirements
3.12.1. Digital pharmacy systems shall be supported in &)est practice
minimum hardware specifications

3.12.2. The hardware should be able to provide religbili ility and safety

3.12.3. Systems hardwareshall be capable of handls ected workload and
user demand. ° Q

3.12.4. Implementation Guidance

3.12.5. aintained hardware and

Systems should use validated and r&

software components. ‘
3.13. Software requirements ‘ >
a

3.13.1. the system software shoul ble to support interoperability.

3.13.2. The software should beggable $r purposes of terminology consume from
the Kenya Natigrl §fealth Terminology Services for clinical and
pharmaceutical t ies

3.13.3. The softwar be able to support structured prescription,
ensuring man ata elements are collected and digital signature
support.

3.13.4. Thes o re should support easy usability on the user interface

flows
3.13.5. The sys¥m software may be able to support on and offline capability
3.13.6. Thgl'systetn software should be able to support:
a “%t)enance Updates to cover Security, Bug fixes and Performance
b@ vement Updates to coverFeatures and Compatibility

) tical Updates to cover Emergency fixes and major upgrade

3.14. Risk Management for System Failure

3.14.1. Systems shall include measures to manage and mitigate risks
associated with system failures, i.e a business continuity plan to ensure
health care provision continues

3.14.2. The system developers will ensure there are established back up policies
and data recovery procedures
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3.14.3. Critical functions shall be protected against unexpected downtime or
disruptions.

3.14.4. Systems shall implement develop back up policies and data recovery
procedures.

3.14.5. Data shall be recoverable in the event of system failure will be subjected
to integrity tests.

3.14.6. Systems shall be capable of scaling to accommodate increased demand.

3.14.7. Systems shall ensure consistent performance and minimal downtime.

3.14.8. The system shall have established thresholds for latency, th@pnt

and error rate to inform scalability.
. 0

3.15.1. Digital pharmacy systems shall maintain complete@:rate, and time-
stamped records of all health care encountgrs
3.15.2. Health care encounters records shall inclux
SYRLS
ng,

3.15. Digital Health Care Encounters

ription processing,
AL activities.

dispensing, modifications, user accessg a
ahd protected from

3.15.3. Records shall be secure, tamper-quidle
unauthorized alteration or deletion.

3.15.4. Systems shall ensure that health effeounters records are readily
retrievable for review and inspec 'c&

3.16. Regulatory and Operationa porting

3.16.1.Digital pharmacy systegas sRall support generation of accurate and
timely reports for ge®ulftory and operational purposes for all prescribed
report as guided b

3.16.2. Systems shal
processed, con

vRleYeports on dispensing activities, prescriptions
edicines, and other required indicators.
plete, verifiable, and available for inspection by the

3.16.3. Reports shall
regulat th@gity.
3.16.4. System? INg#ipport periodic and on-demand reporting as required by

the regulgor.
3.16.5. Sysg€fm shall have inbuilt alerts for prompt reporting of concerns of public
ﬁ or as per guided by the national health surveillance systems

acovigilance and Post-Market Surveillance

3.17.18Digital pharmacy systems shall support the identification,
documentation, and reporting of suspected adverse drug reactions
(ADRs) in accordance with regulatory requirements.

3.17.2.Digital pharmacy platforms shall provide an interface for reporting
adverse drug events by the general public, integrated with the Pharmacy
and Poisons Board (PPB) reporting system.

3.17.3. Systems shall facilitate the dissemination of safety alerts and warnings
related to medicines.
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3.17.4.Integration with national pharmacovigilance systems shall be
implemented to enable secure and reliable data exchange with relevant
regulatory authorities.
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CHAPTER 4

SERVICE DELIVERY REQUIREMENTS

Standard

Digital pharmacy services in Kenya shall deliver safe, effective, and patient-
centered pharmaceutical care that meets the same clinical, ethical, and
professional standards as in-person practice, and complies with ional
regulatory and professional standards.

0
Description
This standard outlines the requirements for the safe, effe d patient-
centered delivery of pharmaceutlcal services throug 1 pharmacy
platforms. It establishes minimum standards for t101’1 handling,
dispensing, patient counselling, telepharmacy ee nd professional

safety, ethical practice, and accountabﬂlty in @ll armacy interactions.
It ensures that digital service del1very main me level of quality and
care as in-person pharmacy services while s appropriate referral, self-
care, and documentation practices.

responsibilities. The standard emphasmes chmca% priateness, patient
1t

4.1. Prescription handling and

4.1.1. All prescriptions shall be
authenticity, va11d1t§‘, n,
dispensing.

4.1.2.All prescrlptlons fx es shall be assessed to identify potential

iewed and validated for completeness,
nd clinical appropriateness prior to

misuse or inap

4.1.3. The following p re prohlblted from online access to clients:
;QO0rNcontrolled medicines, including but not limited to

epin (diazepam, lorazepam), certain opioids (tramadol,

t require direct administration or observation by health care

P % that require therapeutic drug monitoring, including but not
d to Digoxin, phenytoin, aminophylline, lithium, vancomycin, and
arbamazepine.

d) Wedication(s) that require clients to be in health care facility, including
general anesthetics (e.g., propofol), thrombolytics (e.g., alteplase),
chemotherapy regimens, and medications used in emergency care (e.g.,
adrenaline in advanced life support settings)

4.1.4.The system shall have inbuilt thresholds to detect and prevent misuse,
abuse, or overuse of medicines.
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4.2. Dispensing Standards

4.2.1. HPTs shall be dispensed strictly in accordance with validated prescriptions
and applicable professional and regulatory standards.

4.2.2. Dispensing processes shall ensure the correct HPTs, strength, dosage,
quantity, labelling, and patient instructions.

4.2.3. Patient-specific clinical factors, including age, allergies, comorbidities, and
potential contraindications or interactions, shall be verified prior to
dispensing.

4.3. Patient Counselling and Education ®

4.3.1. Digital pharmacy platforms shall incorporate structurég afproaches to
collect relevant patient-reported information during y#gua gonsultations
to support safe medication use and appropriate advid Q

4.3.2. Clients shall receive adequate counselling angl igfoNg i
prescription and OTC HPTs. Q

4.3.3. Counselling shall be delivered through apprqfti gcure digital channels
(e.g., video, audio, or messaging), egsWri patient privacy and
understanding through conﬁrmation&\ ack mechanisms where

appropriate.

4.3.4. Counselling shall include dosa d istration, precautions, side
effects, and storage instructigg r®¥he nature of the HPT.

4.3.5. Information provided shall§ accurate, and appropriate to the
patient’s needs.

4.3.6. Digital platforms shall garovife

materials. o <
4.4. Digital Pharm y\&tation

4.4.1.Telepharmac§ s shall be limited to authorized pharmaceutical
e

on on the use of

written, audio, or video counselling

services Y otely.
4.4.2. Remote ons shall be conducted in a manner that ensures patient
safety, cortMidentiality, and professional integrity.
4.4.3. Consylltatio®s shall meet the same standard of care as in-person services.
4.4.4. ThegaWproved scope of practice by the Board shall be adhered to when
P ivg digital counselling and telepharmacy, ensuring compliance with
Juldtory and professional practice standards.
4.4 . RSufficient information shall be obtained from the prescription or the client
support informed pharmaceutical care decision making.
4.4.6. All telepharmacy interactions shall be documented accurately and
securely.

4.5. Referral Protocols

34



4.5.1.

4.5.2.

4.5.3.

4.6.

4.6.1.

4.6.2.

4.6.3.

4.6.4.

4.7.

4.7.1.

4.7.2.

4.7.3.

4.7.4.

4.7.5.

4.8.2.

4.8.3.

4.8.4.

Digital pharmacy services shall incorporate clear mechanisms to identify
cases requiring referral to appropriate healthcare providers, including the
recognition of danger signs and high-risk conditions.

Clients shall be referred when conditions fall outside the scope of digital
pharmacy services, self-care, or present potential risks.

Clear referral pathways shall be established, implemented, and effectively
communicated to clients, particularly for urgent or high-risk situations, in

accordance with approved protocols.
Digital Self-Care and OTC HPTs Management ® QQ
Digital pharmacy services shall implement a structur o%a self-care
and OTC medicine management framework for minogge .
% ypriate for non-
dg) Practice (GPP)

Self-care services shall be limited to conditions 4
prescription management, as per the Goog EK
Guidelines.

The right Over-the-counter (OTC) H ¢ supplied to right

S
indications in accordance to self-care Pl;r Iges
Measures shall be in place to prevent L& iate, excessive, or unsafe
use of OTC medicines. ‘
Record Keeping and Docu t
Digital pharmacy systems Il maintain comprehensive and secure
records of prescriptiogs, ensing activities, consultations, and
transactions. L
Records shall irkgl atient information, medicines supplied,
consultation ils, jce provided, and relevant outcomes.
Documentation retained and accessible for the period specified
ry and legal requirements.
Audit t maintained to capture all activities related to records
and tra t18g8, ensuring traceability and accountability, and shall be
protectedffrom modification or deletion.
Recgfds all be readily accessible to authorized personnel and
rgguRtory authorities, with appropriate access controls to safeguard
privacy and data security.
Pagffssional Responsibilities and Ethics
Patient confidentiality and privacy shall be maintained at all times in
igital pharmacy practice.
Ethical guidelines and codes of conduct shall be integrated into digital
pharmacy practice.
Where there is conflicts of interest, it shall be identified and appropriately
managed.

Digital pharmacy services shall be delivered within the scope of
professional competence and applicable regulatory requirements.
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4.8.5.

4.8.6.

4.8.7.

4.8.8.

4.8.9.

4.8.10.

4.8.11.
4.8.12.

Communication with clients and use of client data shall be strictly limited
to healthcare purposes.

Client data collected during digital pharmacy services shall not be shared
with third parties without prior informed consent, except where there is
court order.

Safe and accurate dispensing practices shall be maintained at all times,
without shortcuts.

The quality of care in digital pharmacy services shall be equivalent to that
of in-person services.

Communication shall be clear, professional, and adapted to clynt’s
level of understanding, with appropriate confirmation ofgo sion.
Comprehensive documentation shall be maintaingd client
interactions. x

Professional boundaries shall be maintained in all djgitaNinf€ractions.
Continuous professional development shall be u % aken to remain
ota

current with digital pharmacy practices and g ndards.
. O
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CHAPTER 5

HPT DELIVERY AND LOGISTICS MANAGEMENT

Standard

Digital pharmacy services shall ensure the safe, secure, and efficient handling,
storage, and delivery of health products and technologies, in accordance with
National regulatory and quality standards

handling, storage, and delivery of health products and techno PTs) within
digital pharmacy services. It ensures full traceability, prodg rity, patient
confidentiality, and accountability throughout th % chain—from
dispensing to final delivery or return. The standardee #s robust logistics
systems, appropriate packaging, cold chain ma t, and regulatory
compliance, while ensuring that delivery procegse &t quality, safety, and
continuity of care.

5.1. HPT Traceability and Track-and-TﬁI&s\ems

5.1.1. Systems shall enable end-to- % aMility of medicines from dispensing
through delivery and receip P2\ 1S
5.1.2. Systems shall take adequate $€ps to ensure that the delivery mechanism
used is secure and thaGd jines are delivered to the intended user
co

Description ®
This standard establishes the requirements for the safe, se x efficient
S
%og

promptly, safely, a
5.1.3. Records shall be m

records may be
5.1.4. Systems shall s entification, return and management of recalled,
d medicines.

defective or 3
5.2. Delive t-Mile Logistics

5.2.1. nes sMall be delivered in a manner that ensures safety, quality, and
u ' of products.

processes shall ensure timely and accurate delivery to the
d@fled recipient. Delivery systems shall maintain confidentiality of
atient information.

1l dispensed HPTs shall have a mandatory inner and outer (shipping)

packaging for purpose of delivery.
5.2.4. Labels must be clear, legible, indelible, and preferably printed.

1 dition appropriate for use.
i \ for dispensing, and delivery details. These
t®audit/inspection

5.2.3.

a) Secondary Packaging (Medicine Container Label)
The secondary packaging label shall contain the full dispensing information
necessary to ensure the safe and effective use of the medicine by the patient.
The label shall include:
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a) Generic name of the HPT

b) Strength and dosage form

c) Directions for use

d) Frequency and duration of therapy
e) Total quantity supplied

f) Patient name

g) Date of dispensing

h) Expiry date or use-by date

i) Name and address of the dispensing pharmacy
j) Special precautions
The label shall be clear, legible, indelible, and securely Qtta@ o the

medicine container. \
b) ’\a

Outer/shipping Packaging (Outer Delivery Package)
The outer (shipping) packaging used for transport or deligerfyshall protect the
confidentiality of the patient and the contents ofghg c
The outer package shall include only the minimu
delivery, such as: °

a) Name of the recipient

b) Delivery address and contact in &
c¢) Name and contact details of thgftdiQper®sing pharmacy

d) Delivery tracking number :r efefence code where applicable,

pfolmation required for

which will also be shar client.
The secondary packaging shall n he name of the medicine, medical
condition, prescription details, or o sensitive health information.
The packaging shall be tamperggevideWt and designed to maintain the integrity,

safety, and stability of thg fledfcine during transportation.
5.3. Cold Chain M x&

5.3.1. Medicines re& temperature control shall be packaged and
transpo d propriate cold chain conditions.

5.3.2. Systems 1 sure continuous monitoring of temperature during
transport.

5.3.3. Thergdolabi® products shall be delivered through express delivery and
] t remain in transit for more than 8 hours.

S5.34. idns from required conditions shall be detected and addressed

tly.
5.4. ®Wackaging and Tamper-Evident Systems

5.4.1. Medicines shall be packaged to ensure protection from damage,
contamination, and environmental exposure during transit.

5.4.2. Packaging shall be tamper-evident to detect unauthorized access.

5.4.3. Packaging shall include appropriate labeling and instructions bearing in
mind confidentiality.
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5.5. Patient Identity Verification

5.5.1. Systems shall ensure that medicines are delivered to the correct patient or
authorized recipient.

5.5.2. Identity verification shall be conducted prior to handover of medicines.

5.5.3. Unauthorized receipt of medicines shall be prevented.

5.6. Delivery Audit Trails

5.6.1. Systems shall maintain records of all delivery activities and trgns@ctins.

5.6.2. Delivery records shall include date, time, route including @ tops,
recipient details, and delivery status.

5.6.3. Records shall support traceability and accountablhty of processes.

5.7. Recall and Reverse Logistics Systems

5.7.1. Systems shall support identification and retrle Ts subject to recall
or failed delivery.
5.7.2.Reverse logistics processes shall enabl arantine and safe

handling of recalled or undelivered H

5.7.3. Patients shall be informed promptly Xo nt of product recalls.

5.8. Regulation of Third-Party i viders

5.8.1. Third-party logistics provider all comply with prescribed regulatory and
quality standards, whichghall Wgclude the following:

5.8.2. For short distancesy, (& g 100 km), designated motorcycle riders may be
used to transport d\ provided they are equipped with a lockable
delivery box a to maintain the required conditions of safety,
integrity, and pr ality during transit For transport over longer
distances, medNy hall be conveyed only through transporters licensed
by the ompliant with all applicable storage, handling, and
security irGafents.

5.8.3.The roles\@nd responsibilities of third-party providers shall be clearly

defingl and®documented, with overall liability remaining with the digital
phagn¥gcy. Systems shall ensure that third-party providers maintain
P integrity and patient confidentiality.

5.9.\Environmental and Pharmaceutical Waste Management

5.9.1. All digital pharmacies shall display to the public a clear return and refund
policy

5.9.2. All returned HPTs shall be quarantined, assessed for suitability and
integrity, based upon which they may be restocked for sale or scheduled
for disposal in accordance with regulatory requirements.
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5.9.3. Digital pharmacies whose operations may lead to generation of medical
waste shall provide procedures for managing medical waste from the
patients

5.9.4. Hazardous pharmaceutical waste shall be handled and disposed of in
accordance with safety and environmental regulations.

5.9.5. Systems shall ensure that hazardous materials do not pose risk to public
health or the environment.
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CHAPTER 6

ADVERTISEMENT AND PROMOTION OF HEALTH PRODUCTS AND
TECHNOLOGIES (HPTs)

Standard

Digital pharmacy services shall ensure that all advertisements and promotions
of health products and technologies are conducted in compliance with National
regulatory requirements and ethical standards.

advertisement and promotion of health products and techno s Within digital
pharmacy platforms. It ensures that all promotional activiti
national regulations, scientifically accurate, and aligge
rational medicine use. The standard aims to protect®p
misinformation, unethical marketing practices, a
generation, while promoting transparency, gccqnt
integrity in digital pharmaceutical communi i\

Description ¢
This standard establishes the regulatory and ethical framew& ing the
€

mpliant with
principles of
th by preventing
ppropriate demand
, and professional

6.1 General Regulatory Requireme &A vertisement

6.1.1. No person or entity shall adve @ : alth product or technology on a digital
platform without prior written af§foval from the Board.

6.1.2. Only HPTs officially regisjgered § listed by the Board may be promoted or
advertised throughaft %; media, including social media channels.

6.1.3. Advertisements mu iled, balanced, factual, informative, up-to-

date, and strigtl sytent with the approved product registration
information.
6.1.4. All claims, des®i s, and comparisons should be substantiated by
\ficjdata

current (generally not older than five years).
6.1.5.All cont refafing to HPTs in the Digital Pharmacy platform must
exclusivelfluse the generic name, International Non-proprietary Name
(INN)e§or ch@mical name.
6.1.6. Theyd®play of branded names and product images is strictly prohibited.
0.140. ARPTQV patient information including indication, side effects,
oRggindications and patient safety and indicative prices must be stated.

6.2 igital Platform Structure and Access

6.2.1. Digital pharmacies must maintain two strictly segregated interfaces: a public-
facing portal for the general public and a restricted-access portal for Healthcare
Professionals (HCPs).

6.2.1 The public landing page shall be restricted to General Sales (GS) health
products and pharmacy services. It shall not reference, list, or display
named Prescription Only Medicines (POMs).
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6.2.2 The HCP interface must be securely gated, clearly labeled "For Healthcare
Professionals Only," and may contain technical and scientific product
information consistent with approved pharmacological literature.

6.3 Promotion of Over-the-Counter (OTC) Medicines

6.3.1. The promotion of OTC medicines shall strictly align with approved indications
and safe-use guidelines.

6.3.2. Promotional content must include adequate instructions for pro use,
necessary precautions, and usage limitations. Platforms should Wte%rate
patient education materials alongside promotional conteng.

6.3.3. Promotions shall not encourage irrational, excessive

cessary

consumption of medicines. Digital systems must incor Z& feguards
to monitor and prevent inappropriate purchasing patis

6.3.4. Consistent with general requirements, OTC promotio % ontent must use
the generic name, INN, or chemical name. PgodyfCifges and branded

names are prohibited unless approved by the a pr advertisements.

6.4 Restrictions on Prescription Only Med.li\
M

6.4.1. Direct-to-Consumer Advertising (DTCA) &
digital platforms.

6.4.2.0n public-facing pages, digital acies may only list the generic
name/INN/chemical name, % yndication, and indicative price of a
POM. Digital pharmacies

is strictly prohibited across all

BPohibited from using any visual
representation (images or grapRics) of POM products.

6.4.3. The promotion of off-gabdl or unfegistered indications is prohibited.

6.4.4. Digital pharmacies dyertise services related to POMs (e.g., online
prescription rqQutin 1l reminders, chronic disease management
support) provid o not reference specific medication brands.

6.5 Influenc d -Party Regulations

6.5.1. Endorsem&gs or recommendations by celebrities, social media influencers, or
high-pgofile \grganizations that may drive irrational consumption of health
prodUgts due to their social status are prohibited.

6.5.2. T sQof actual healthcare workers, or individuals portraying healthcare
s, to promote specific medicines to the general public is prohibited.
6.5. i pharmacy operators bear ultimate legal and regulatory

ccountability for any HPT information or misinformation published on
ebpages, apps, social media handles, or portals they own, operate, or
influence.

6.6 Demand Generation and Responsible Public Engagement

0.6.1. Engagement activities must promote rational medicine use and appropriate
healthcare-seeking behavior.
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6.6.2. General statements regarding human health, wellness, or diseases are
permitted, provided no specific product or brand is referenced.

6.6.3. Operators are encouraged to highlight their digital pharmacy services (e.g.,
medication synchronization, adherence packaging, 24/7 pharmacist
consultations, telehealth integrations, and secure home delivery).

6.6.4. Advertisements shall not exploit superstitions, induce fear, or cause
undue public distress.

6.6.5. Content must not exaggerate the severity of a medical condition or suggest
that a user's health will deteriorate if a specific product is not co ed.

6.6.6. Consumer incentives, including bonus offers, free samples, cq titypns
and discounts, designed to induce the unnecessary purchese egicines
are prohibited.

6.6.7. Absolute claims and superlatives such as "magic," Rgcle,” "most

effective," or "100% safe" (implying an absence S effects) are
forbidden.

. Highlighting "special offers" or flash sales on rgedj

.9. The use of medical representatives, digital bot

es is prohibited.
tomated algorithms
Q\Use specific products

o o
oo
O

to make unsolicited requests to HCPs orgoa i
is prohibited.

6.7 Ethical Awareness Campaigns and gﬂ%\ generation

6.7.1. Public engagement must align wj
prevention and rational medici
6.7.2. Platforms may participate &lo health observances (e.g., "World
Diabetes Day") using factyal, &lucational statements without referencing
specific brands.

ealth priorities, focusing on disease

6.7.3. Public education in o must be scientifically accurate, factual, and
strictly informagive than persuasive.

6.8 Data Privacy geted Advertising

6.8.1. Digital p a hall not use programmatic advertising, tracking cookies, or

targeted a ithms that exploit a user's sensitive health data, search history, or

past pgrcha®es to push specific health products.
6.8.2.Reta%ng campaigns (showing ads to users based on their previous

b Mg behavior on the pharmacy platform) for any medicines are
ited.

6.9 irect Digital Marketing

6.9.1. Direct marketing communications via SMS, email, WhatsApp, or app push
notifications must require explicit, documented opt-in consent from the user.

6.9.2. Direct communications shall strictly be limited to General Sales products
or general pharmacy services, and shall not include promotional content
for Prescription Only Medicines.

6.9.3. All direct marketing messages must include a clear, easily accessible, and
functional opt-out or unsubscribe mechanism.
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6.10 Patient Testimonials and User Reviews

6.10.1. The publication, moderation, or use of patient testimonials, star ratings, or user
reviews related to the efficacy, side effects, or performance of specific health
products is prohibited, as they may constitute unsubstantiated medical claims.

6.10.2.Reviews regarding the general service of the digital pharmacy (e.g.,
delivery speed, customer service) are permitted, provided they do not
mention specific HPTs.

6.10.3.Public reviews must be moderated before publication/postin® oy the
website °

6.11 Search Engine Marketing and Affiliate Programs &\
T

6.11.1. Bidding on search engine keywords related to spe
Medicines for the purpose of directing public traffic t

is prohibited. ¢
6.11.2.The use of affiliate marketing programs, verified third-party
websites or individuals receive financial®ofapen n or commission for

directing consumer traffic to specifi the digital platform, is
prohibited. &

cription Only
pharmacy portal

6.12 Misinformation Reporting and tal Oversight

6.12.1. Digital pharmacies must pro viSi¥le, easily accessible mechanisms (e.g.,
embedded reporting links dir8§ted to the PPB) for users to flag false or

misleading advertiserr@nt !
6.12.2.Platforms are requi to, investigate complaints, report misleading
information to th&& nd provide supporting evidence, including
€ ts

digital logs an

Q
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CHAPTER 7
QUALITY ASSURANCE

Standard

Digital pharmacy services shall implement and maintain a robust quality
assurance framework that ensures continuous compliance with regulatory and
professional standards.

Description Q
This standard establishes the framework for quality assu&ng igital
€

pharmacy services to ensure consistent delivery of safe, efiegt d high-
quality pharmaceutical care. It defines the requirements f& menting a
structured quality management system, conducting interngQu g, monitoring
performance, and promoting continuous quality imprgge¥ The standard
emphasizes accountability, data-driven decision-mgalg peftient safety, and
compliance with regulatory and professional stand ross all aspects of
digital pharmacy operations ° \

7.1. Quality Assurance Framework &

The digital pharmacy shall:
7.1.1. Establish and maintain a docum A framework that:
a) Ensures compliance tory, professional, and operational
standards.
e §livery, logistics, and IT.

b) Covers systems, seryic

7.1.2.Clearly define, documerff, and ‘communicate quality management roles
and responsibilities¥

7.1.3. Integrate QA pqlicies rocedures into daily operations.

7.2. Internal Quali ts, Monitoring and Review

7.2.1. The su e t shall ensure internal audits and quality reviews are
conducte(@t least quarterly.
7.2.2.The pro®ram shall review, at a minimum:
ersonnel qualifications, staffing, and training.
mmunication systems with prescribers and patients.
Systems for receiving and processing prescriptions.
Prescription processing, dispensing, and patient counselling.
e) Systems for dispensing and managing patient medication records.
f) Packaging, transportation, and delivery of medicines and other
HPTs.
g) Documentation and record management.
h) Performance and validation of IT systems and equipment.
i) Security and confidentiality of patient information.
j) Accuracy of information on the digital pharmacy platform.
k) Customer feedback and complaint management.
1) Pharmacovigilance records and reports.
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7.2.3. Systems shall support continuous monitoring of operations, performance,
and compliance.

7.2.4. Audit findings, schedules, reports, and corrective actions (CAPA) shall be
documented, implemented promptly, and maintained.

7.2.5. Audit records shall be made available to PPB inspectors upon request.

7.3. Performance Indicators and Benchmarking

The digital pharmacy shall:

7.3.1. Define and monitor KPIs on service quality, safety, efficiency, jent

|

outcomes (e.g., dispensing accuracy, response @m ivery
performance, complaints, satisfaction).

7.3.2.Use performance data to evaluate effectivene X identify
improvements.

7.3.3. Benchmark performance against regulatory standard t practices, and
internal historical data where applicable. ° Q

7.4. Customer Feedback and Complaint Managemge

The digital pharmacy shall ¢

7.4.1.Provide accessible mechanisms for e& 0 submit feedback and
complaints.

t

7.4.2. Log, investigate, and resolve all copapRin ithin defined timeframes.
7.4.3. Analyse feedback and complaj t tify trends, systemic issues, and
C

improvement opportunities, ent resulting actions.

7.5. Continuous Quality Impsove

. nt (CQI)

The digital pharmacy sha

7.5.1. Implement fornggl esses using audit results, KPIs, benchmarking,
and patient feed
SURCES

7.5.2. Maintain qual rovement plans with objectives, responsibilities,
timeline s measures; review them regularly.

7.5.3. Ensure m pport ongoing evaluation and enhancement of services
and IT plaorms.

7.5.4.Provige sta¥ training and capacity building to support QA and CQI

&
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ANNEX I: REVISION HISTORY

.\()

Dat | Prepared Section(s) Description of Change
Revision | e by Revised
No.
01 202 | Pharmacy | Entire Initial guidelines developed focusing on internet
3 and document pharmacy services, including registration,
Poisons licensing, dispensing, delivery, record keeping,
Board and basic ICT requirements.
(PPB)
02 202 | Pharmacy | Chapters 1-7 | Comprehensive revision ang ex rom
6 and (Entire internet pharmacy to f i rmacy
Poisons document services framework. Ke %s include:
Board revised and e Expansion of sgee Qisclude
(PPB) expanded) telepharmac @ platforms,
interqger ~all integrated digital

health gys
° Jntr%xm new structured chapters,
iclfding:
o\ rnance, Regulatory Oversight
and Enforcement
e Digital System and Technology
Requirements
e Service Delivery Requirements
e HPT Delivery and Logistics
Management
e Advertisement and Promotion of
HPTs
e Quality Assurance and Continuous
Improvement
e Strengthening of regulatory oversight,
licensing, and enforcement mechanisms *
Inclusion of clinical safety frameworks,
CDSS, and prescription validation
systems
e Introduction of data protection,
cybersecurity, and interoperability
requirements
e Establishment of ethical digital marketing
and advertisement controls
e Integration of quality assurance systems,
KPIs, audits, and CQI frameworks
e Enhanced provisions for
pharmacovigilance, traceability, and
logistics management This revision
aligns the guideline with current digital
health advancements, national priorities
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(UHC), and international best practices,
ensuring a comprehensive, patient-
centered, and technology-enabled
regulatory framework.
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